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=l X H(Blind Signature) 7|= 71&

- “EH0| 27H53 AN Z 93 24 XY, David Chaum,
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David Chaum
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M3t & = Gle 488 B

- 1994 DigiCash= ECash& At&%t A ©Xt 20 d&5t1, 19954
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« 19973 HashCash 7|= 711 &
- Adam Back= 19974 Email Spam1t DoS &2 27| 2|$t PoW (Proof of
Work) A|A 8l © Z HashcashE A€t

« Hashcash

- Hashcash= CHZF A Y= 27| 2| 7HE S PowA| A H

- A|ZH0FH|E BB 2 F0| OiE AN Y 2HE2 2ot ot
SXoZ JLE
O] AIE Whopy ZEE WAS 58| UM hashE R EE 3l=
HASHPow) 82 AKX EE &

- SHAIZHA|ZF Qi 2SS E A2 O|F ALEA| LEZIR E7F 72k
HEZA |(b|tco|n)0“ M2 = Adam Back

ZEX : http://wiki.hash.kr/
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® 19984 B-Money M| A|

“B-Money, Anonymous, Distributed Electronic Cash System, Wei
Dai, 1998 (www.weidai.com/bmoney.txt)
HEZDQIO| B0 & =S & B-Money 110t

O o=

2k £ X}V B-Money € E0ftLE 410 JU=X|0f| Lot HEE E &
A7 HEO| O|O|E H|O| A0 SA|Et+-2 A 2210l A2

AZAE 2202 XX

—_ =21 =2 1 —
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® 2008 E Bitcoin (Satoshi Nakamoto)
Bitcoin2 SEX|Ql 7|22 7|2 BHS0fT XX 0| 4S5}
Bitcoin2| ot £FH¥|= BTC

- “Bitcoin: A Peer-to-peer Electronic Cash System”
- “Proof of Work”

- Peer-to-peer Network
- OPEBHEALSLE QAL Tt R ®

o 12
- SHA-256 SiA| &2 12[F 7|8t 2 RS H(Pow) XL = K=
- HHER QIO A|7} A2 20181 78 7|FTO 21,0009 =, = 2 1002 /O 2 A{,
A7t SN 129 &=t ¢l




1.

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial mstitution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as

trncted third nartiee tn nrarecce alactranie nauvmente
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e 20093 Z| X 9| bitcoin K=

- 20094 1& Satoshi Nakamoto= =2!2| PCE 0|&835}0{ 50 BTCE A=%t &,

Hal Finney (PGP 7 &2 X}, Phil ZimmermannO©i| O[= 22Ix}) 0| Al 10
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g Hal Finney

ZEX : http://www.seunghwanhan.com/




1. ESHI2A2] HAt

e 20094 bitcoin = ZX|
- HEZQI Helj 7t A|ZE|RAX| 2 H HZE2 FA X 2310, O0jL|Ot 5=
SHNOE ZgM m{ALIL
- 20093 108 M 2t SA| EA| 122 =0.00076BTCO| 7Is8HA|H E=0|

Tt

- 2010 52 228 O]l E22|CH0| Atz E2fAZ 2 0| = (Laszlo
Hanyecz)2t= Z22|{7F H{EZQIZ O| & S = O|XA} 28t= H0j
- SA| O X} 20| 7+ 2 40E HEA], 10,000 HHEZR Q= X[E}=F. 20197
53 7€ 7|E£22 10,000 BTC= f 6919 A0 3| SSt= 0{0p0{ 0ot 5

N

2t A Z 2 3SH0j| X (Laszlo Hanyecz) 7t
HERCISZ FE3 O|X} (2010H)



http://wiki.hash.kr/index.php/%EB%9D%BC%EC%8A%A4%EC%A6%90%EB%A1%9C_%ED%95%B8%EC%98%88%EC%B8%A0

® 20143 Blockstream & & (Adam Back)

- Adam Back Blockstreamzt= 2|AIE &S0, 2017H 8%
*fa“zol Ol 40| QIO|= HIEAQI EEX|Q Ho|Hy H2

EEI = blockchain satellite AH|AS A| &S}
- =25 M2l satellite= *1|74| X2l o2 MHIAZRAM =3
H|E‘_"C’._| MHN HejfLf = M %-’Fi’if HEZOI LEE 2

NEEE

E 39| e BlO|
XSt & oz 2



® BlockChainO| &t
o HIO|E &4t HE 7|=9| €5
o block EFH¢l2 5
29| IO E chain{ & H45t H%

o O|2{ot = tHME
o0 Technology) OIE}:__I
® = X'” OI O | :l O
2l

e HERAQZ =5X

0>|
Irn
1
2
rTo
E
>
Bl
r
0
I

7 AL . .
| &, Distributed Ledger



—

o
X0l 7|22 BE AFRXL 7 SEUSH HE(HO|E)E 2L 2N SO THa|
[e)

EE LI

z z S5l S243t 742} Lo} 9K
N | 4
151
\
S w)
il sy

o%0| BE HPE B2[oHs SUE e L

—_

o



<l

o /|E A &

HEAI
o

e ==X 2 Hejf

- AU S SY2A0| ot o =0 M

- A7} BOJ| Al 12F



S H (Type of Curreny)

JHSOHHIQE I OHH Hiul
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Sa(HESsE) CIXIE =} 7l et |
Fiat Cumency Digital Currency Virtual Currency Cryptocurrency
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o MY HO|HE ETHM M B2 dd HUodgs =FHRZ 7IF
E5 FE oAl

EAIHE

0| IO/ E & TXIDE ¥ dot=0 2Rzt 52 ot FL2o/0t
Coinbase EzH* M

ver: AZEY 0 H{H HE
input_count : 21212} 7= EoiT™MN 1
prevout_hash : 0| UTXO =2 Hash G| O] H
sequence : S ZHOH 7t O = Tx-CHAHI 7| 5, Oxffftffff = H7H = 21 XH A
lockTime : &2 A1ZH — L
scriptSig : 9 Al A HE
value : BTC7HA|

scriptPubKey : B2 A3HE

AN

If we suppose blocks are generated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year : block header
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£ 65 (80bytes)

=ESHM AT EQOHT 1} 5 Y (4bytes)

O|MEEdl4: O| M S| SHA2568H4], M HA|l 7|5 (32bytes)
HEFE.: AHeli7f emorct £50] G 0| E &, SHA2563l | (32bytes)
Ef%ﬁ%{EZ EHQ _jF_D|'|:|' ?:1 I:'||O|E E.:.I(Current timestamp as seconds since 1970-01-
01T00:00 UTC)

Ol Ebits: 2T HSH HO| L, S E ot SAIS Ar&Si A Hetg (Current
target in compact format); 4bytes
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® Previousblockhash
o Sl ==2| AHMY KXot ==2| 5«

® Merklehash
o =50 ZHE 2t ETHIRHO| 5
off 7| gx

EZiTM £~ nonce version




: Merkle Hash Tree

Block Block
Block Header (Block Hash) Block Header (Block Hash)
Prev Hash Prev Hash
Root Hash Root Hash
« » o« »
' Hasho01 | ' Hash23 | Hash01 . Hash23 |
4 h 4 H 4
HashO! Hash1, Hash2 Hash3! Hash2| Hash3
N B B !
Tx0 Tx1 Tx2 Tx3 Tx3

Transactions Hashed in a Merkle Tree After Pruning Tx0-2 from the Block
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A0 =5 540277 0f] A= HO| = HEE EAL

- & 3: https://www.blockchain.com/en/btc/bloc k-height/540277
- Difficulty & 6,727,225,469,722.53

- Bits = 388618029 = 0x1729D72D

Block Helght 54027 7Blocks at depth 540277 in the bitcoin blockchain

Summary
Height 540277 (Main chain)

Time 2018-09-07 01:62:14
Received Time 2018-09-07 01:52:14
RelayedBy @~ BTC.TOF

Difficulty 6,727,225 469,722 .53
- 388618

- Difficulty £ 7} 412 H0|= (=Genesis 2£2| H0|x) o & HiL} 02275 2|0|BtC} 6,727,225,469,722.53 HYLt O{&ECH= Zd0|CH
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Z X : https://homoefficio.github.io
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A = [ IT
Block #0(cenesis Block) Block #1 Block #2
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L "\ ECET \ =2 3
Version: Versiom Version:
PreviousHash: @ Pre-.rmusHash Bx 00635 PreviousHash: @xG860az
WerkleHash MerkleHash: MerkleHash:
Time: Time: Tipa:
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o /I|E A EE= HEEL| ol MerklehashZ &t
® \/ersion, Previousblockhash, Merklehash, Time, Bits 57 X| 8| HE =
Solj¢|E TtE= A[E0| ZHEE O US
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Mg ol
=50l 4 0000007ea-

Z X : https://homoefficio.github.io
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- Bits = H|EZ QITHO| target & A|0[2t 1 EH FICH

- Ox729D72D 2= 7
- Ox28DH2B * 2 ** (8 * (OxI¥-3)) O|2t= AHLCL

- O|Z HEX & H®E?SHH 0x 0000 0000 0000 0000 0029 D72D 0000 0000 0000 0000 D000 0000 0000 0000 0000 0000

M=z0let 2= Liaat 2L

MEE = Qle BjA| 2 ** 256 7Y

Ox 0000 0000 0000 0000 000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 FH
Ox FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF 7HX] S0flA

Ox 0000 0000 0000 0000 0029 D72D 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1F HAHLE A2 Zi0| LI-=I{IHA]|
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- 3. https://www.blockchain.com/en/btc/block-height/C
- Bits: 486604799 = Ox1DOOFFFF
Ox 0000 0000 ffff 0000 0000 0000 0000 0000 0000 0000 0000 VOO0 0000 0000 D000 0000

OXQOffff * 2**(8*(0x1d - 3)) =

0x00000000FFFFO0000000000000000000000000000000000000000000000000000



The method of obtaining the difficulty from bits

“hash” - " 000000000000000370f501 badd8cd fbBab671 3bSd51 f 692c5dbc90039a9d278e5 ",
"wer”:2,

“prev_block” : " 0000000000000001 0c9d451 {52481 4d733b556a240d31 ac226db2637f 496be0a”,
"mrk| _root” 1" 3353915c69a233071 10265461 6d5alf ecedabb900be33b231 31 63a7eb2ad43bd4 ™,

“time” 11338342997
[bits—aigesie, ]
TT290749535, 2013-12-29 18:49:57

nonce
“n-tx”:56,

“size” 132696,
“tx: [

1. Bits : 419668748 <«—— | ~°7 nex (419668748)
hex(bits) = 0x1903a30c¢ 0x1903a30c

2. Target ; , )
S>> hex (0x03a30c * 2%# (8% (0x19 - 3)) )
0x03a30c * 2**(8*(0){ g - 3)) 0x3230c00000000000000000000000000000000000000000000L

= 0x3a30c00000000000000000000000000000000000000000000L

3. Difficulty = maximum_target { current_target

= 0x00000000FFFF0000000000000000000000000000000000000000000000000000 /
0x3a30c00000000000000000000000000000000000000000000L
=1,180,923,195

. difficulty = difficulty_1 target/ current_target

. The highest possible target (difficulty 1) is defined as 0x1dOOffff

. difficulty_1 target can be different for various ways to measure difficulty. Traditionally, it represents a hash where the leading 32 bits are zero and
the rest are one (this is known as "pool difficulty" or "pdiff"). The Bitcoin protocol represents targets as a custom floating point type with limited
precision; as a result, Bitcoin clients often approximate difficulty based on this (this is known as "bdiff")

. The target is a 256-bit number (extremely large) that all Bitcoin clients share. The SHA-256 hash of a block's header must be lower than

or equal to the current target for the block to be accepted by the network. The lower the target, the more difficult it is to generate a block


https://en.bitcoin.it/wiki/Difficulty
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